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Abstract

Building upon a security analysis of the Dutch electronic patient record system, this paper describes an
approach to construct a fully decentralized patient record system, using controlled disclosferercdedo medi-
cal records. This paper identifiesraml paths that can be used to disclose references. Contrary yoeristing
national-scale system designs, our approaoids centralization and ensures that patients (and/or their family doc-
tors) remain implicitly or explicitly in controlwer the disclosure of their information, keeping the network of
healthcare professionals who can access a patieftttrmation to a minimum.

1. Introduction 2. The Dutch EPD System

Healthcare is becoming more and more complex, withThe Dutch EPD was proposed as the mandatory infra-
an increasing elderly population and increasingly com-structure to xchange professional medical records in
plex diseases and treatments, and with a correspondinthe Netherlands. Professional records are maintained
increase of specialization of clinics andypitians. As and managed by health professionals, i.eysighans,

a result, patients are becoming increasingly mobile, andabout their patients. Most countries mandate thgsiph
there is an increasing need for mechanismgt¢hange cians maintain a professional record, sometimes in
medical information between physicans infalént  electronic form. Recently a proposed lev to mandate
organizations in an efficient ay. Various attempts the EPD was rejected by the Dutch senate, among other
were made eer the last decade, particularly in Europe, things due to pwiacy concerns [1]; the system may

to construct national-scale infrastructures fech@ng-  remain in use as a patized system.

ing electronic medical records betweerygihians [1, Although the Dutch system is fied due to its

2, 3, 4]. Security and precy remain a challenge in all 5401y centralized design, it is still an interesting start-
these systems. Most of the risks identified are due Gnqn4int for discussionA characterizing feature of the
the very lage scale and the centralized architecture OfDutch EPD system is its partialfecentralizechature.
these (pull-based) systems. Records remain under control of physicians in their
A centralized architecture may be understandableown systems. Read-onlaccess to patient records is
from the point of viev of efficiengy and control, from  provided through a centrawitching point,which con-
the point of viev of managing access in a relady tains areference index per patient, where each refer
simple vay, and with ease of use from the clinical per ence points to a decentrally stored record of the patient.
spectve in mind. However, a @ntralized infrastructure We all this a source-based approaciihe system
comes with various inherent security andragy risks. implements role-based access contr8lysicans or
This paper presents an altermatimethod to oganize  their employees can sign requests using a personal
pull-based access to medical records using a decentradmartcard backed by a \gwnment PKI. Certificates
ized approach, where patients or theiygibians can indicate the profession/specialization and the name of
control the disclosure of medical data. Access to infor the invoking healthcare professional, and this informa-
mation "follows the patient". The core idea ishmot-  tion is used by the switching point to neakentral
strapthe network of access using a controllable mechaaccess control decisions.

nism, SQCh as p_ush-based. messag@ng or explicit t_ra.nﬁs a starting point, we summarize some shortcomings
port of information by patients. This approach mini- ;¢ e Dutch EPD system from earlier findings [1]:
mizes risks by woiding centralization, yet it alles

access to records fromyaplace, if the patient agrees.  * A security breach of the central switching point can
. lead to retriga of any patient record in the system,
We gart from the Dutch EPD system to distill the

. since signaturesver requests are not forwarded to
fundamental concepts needed wida system for con- the endpoints where the records are requested from.
trolled disclosure of electronic medical records.

The 'trust model’ of the system, as most national



systems, thus depends crucially on reliability anddoes. Ingeneral, only a limited amount of information
operational security of the central switching point. should be accessible undetyaself-authorizing polig,

if at all. Designing a complete medical information
exchange system around emeny requirements
seems misconstrued and — by definition — insecure.
Although we do not treat emgang access further in
this paperthe concepts described in this papan be
used to construct a system (nation-wide or on a stick)
for accessing emgeny data, — if patients »plicitly
consent to making such data accessibidote that
information about, e.g., allergies or blood-thinning
medication can also be carried quitéeetively on a
piece of paper in a patieathallet.

» The indices and log files in the central infrastructure
contain information about all treatment relation-
ships of a patient.From this data, much can be
derived aout a patien§ medical history even
when the information itself cannot be retge.
The meredct that a patient has a record at an onco
logical center or that a doctor at a rehab clinic
looked at a record (as visible in the logs), leaks
information about a patientnformation should not
be accessible for longer than necessary.

» The system relies oself-authorizationof physi-

cians; it cannot erify whether a physician is autho- , )
rized by the patient whose record is refed This based system seems a good idea, but using a central

makes the system vulnerable to attacks using stolerindex, centralized logging, and a uniform, centralized

smartcards (with PIN code) and dependent on theystem to provide access to all (historical) information
of patients brings various risksTo mitigate these,

(operational) security of thousands of systems con-" ! 1
nected to the central switching point. patients should be able to contmshat goes into the

) o . system (by means of Rible consent options), and
* The impact of a possible intrusion can be vergdar \yhat information is shared witihich physicians. This

due to the scale of the system, containing informa-gyended abstract is about the latter aspect: controlling
tion about almost gnperson in a countryRole-  isclosure, using simple, intuig mechanisms.
based access control (R8) will not help much to

limit damage, as basic information will usually be
accessible from anrole. In particular medication 3. Key Concepts

information is probably visible to most or all doc- The most interesting aspect of the Dutch EPD is that it
tors. Somdegd safeguards are proposed, but these uses references to disparate patient records. In contrast,
will not deter all misuse at the scale of the EPD. in the U.K. NPfIT system, records are uploaded to se
eral central databases, from which maeople can
access these recordg]. In Germary, information is
encrypted before information is uploaded to a central
infrastructure. Thidgs much more secure in weof
attacks on the central infrastructure: information can
only be decrypted using a patient smartcard called the
GesundheitskarteHowever, key management andel
escrav are an issue here, as information should not get
lost once a smartcard is lof2]. In both cases, there is
the problem of inconsistencies when information is
updated. Similaissues can arise when sending infor
mation — e.g., hospital disclggr letters — using a secure

To generalize the abve dsenations, a source-

Keeping information confidential in a national system
may be dificult. An (implicit) goal of these systems is
often that thg can provide a completeverview of
(summaries of) a patiest’ medical history The
assumption of completeness may hurt medicalapyi
and healthcare in unforeseeays. D name onexxam-
ple, a family doctor may be required to sigmealth
declaration for a patient as part of a protocol for
obtaining life insurance — and for this may be implicitly
required to scan the patienthational record. When
patients becomevware of such practice,wen if this is
only potentialpractice, thg may opt-out of the system ) ,
completely or become hesitant to share information pu_sh mechanls_m (e.gf5]). Neitherof the;e probI(_ams.
with their plysicians. Thisdefeats the purpose of the exst When_ using references,.v.vh(?re information is
system. Asanother example, think of the potential of accessed directly from the physicagystem.

'mining’ DNA data for research purposes — a central The concept of a reference is one of the strong
switching point is ideally situated to implement this —, points of the Dutch approach. Wever, soring all ref-
and then think of the possible implications. erences of a patient in a central component and enforc-

ing access control there, is from avpdy and risk

Another often-discussed issue is egggicy ; X
management perspegtirot such a great idea.

access to records using a "break the glass"yolfca
“red button" polig — with auditing after the fact as a This paper proposes a different approacte W
security measure — auld apply to most medical exractthe references from the central switching point,
records, this would open up the system for misuse, simand abolish the central component completéhgtead,

ilar as self-authorization in the Dutch EPD systemwe focus on a set of decentralized solutions to transfer



referencesexplicitly from the source to the place (e.g.,

physician, hospital) where access to a record is needed.

By explicitly transfering references to the place where
they are needed, we can achéea raturally evolving,
flexible, and controllable network of accesgamized
around a patient. This in contrast to centralized
‘regonal’ or national-scale systems, which argaer
nized around inflexible and typicallyver-growing
organizational boundaries. In addition, explicit dissem-
ination of references — with a patient or a family doctor
in charge — allows for fine-grained distribution spfe-
cific references to records to ydicians who require
them. For example, relating to specific episodes.

4. References and Reference Passing

The idea of reference passing is conceptually simples
References can be passed on papeta USB stick or
smartcard, through a Personal Health Record (PHR)
such as Microsoft HealthVault, by secure email (push
messaging, [5]), orven — if necessary and if the patient
or physician chooses to put the references there —
through a rgional or central infrastructure. Note that

references ha ome resemblance to capabilities

This section presents a tentatioveview of pos-
sible information in a referencée assume for this
section that physicians Y& FKl-backed smartcards
with which the can set up (mutually) authenticated,
encrypted connections to servers, possilvgr @ pro-
tected netwrk. However, the approach is by no means
limited to such a setuplndeed, references (or w@hks) °
can be passed on papand access could be aled
over the public Internet. Authorization takes place at
the source, where the data resides; auditing (logging) of
access also takes place there. It isvaeieto define an .
(open) standard which alls for binding references to
various transports and different information typ&he
system should be usable iarious contexts — not only
in highly developed and well-aganized countries such
as Holland or Franceubalso in third world countries,
for example. Thismakes it important to include mea-
sures for protecting access which do not specifically
depend on, e.g., (patient) smartcards.

References can contain the following:
 Basic reference content. The reference should

physicians hge snartcards using which thecan
sign requests, RBC may be applied based on the
client smartcard certificate, similar to the Dutch
system. Itwould be preferable if patients could
somehw authorize physicians explicitly to prent
unauthorized access.

If patients hge FKl-backed smartcards, as the
could hae in Holland, then a patient could sign a
certificate to assert that avgn physician is autho-
rized to access a recordyep a gven timeperiod.

An alternatve authorization method may bto reg-

ister a PIN code with a record (to be securedyi-v
fied at each time of access), or to use a one-time
password (a token) as explained baloNote that
these mechanisms are non-exalasi

Bound references. A random number can be
included in a reference at generation time, such that
it becomes unique. This allows the sourceitad
each requestor (e.g., authorized physician, man-
dated employee, or ward) to a reference at the time
it is first used. This can help limit what in essence
amounts to a 'confinement problem’ for references.
Reference binding is only useful in scenarios such
as sending a reference in a referral lettarce a
new reference has to be created for each pleysi-

cian or oganization that requires access to a record.
For example, in shared regional directories or in
chain-of-care situations, unbound references are
easier to use.

A timeout ensures that a reference cannot be used
longer than necessar{Physicians may copinfor-
mation to complete their historical records). After
expiry, references can be locally garbage collected.

Tokens. Including a random number in a reference
may be useful for authorizatiorAn idea is to hee

the source generate a &k (or hae the patient
choose a passphrase), that must be included in the
reference before the record can be retde A
token can be a large random numhmrsomething

that a person can remempédepending on the con-
text. Thekey idea is to pass or carry the token to
the physician who has to retree the recordsepa-

rate from the eferenceas a vay to authorize the

physician?

contain suficient information for a client to locate
(and authenticate) the servwhere the record is,
and for the semr to locate the appropriate record.
Conceptually think of a reference as a URL to a

1 See for example $hapiro, "What a @pability anyway?".
http://www.eros-os.org/essays/capintro.html

2 A Dutch compay, ZorgDomein, uses a referral scheme with num-
bers printed on papek doctor has to obtain the number from the pa-

https web-service, with a specifically formatted tient (e.g., by calling) to complete the referral wger, ZorgDomein

document string pointing to the record.

does not embed gmotion of references to records. An altermati

could be where an (incomplete) reference is printed on paper as part

» Authorization. Authorization takes place at the
source, i.e., in the sesw that obtains a request. If

of an (open) referral letteand the patient learns the token by heart.
Thanks to Abraham van Eldijk for suggesting this approach.



Fig. 1 shows a fe possible means to pass references.
For simplicity, we ignore separate token passingle
believe the approach fits well enough with natural con-
cepts (such as physicians emailing aplies, sending
referral letters, or patients who &lanartcards with
them), that it can be used in daily medical practice.

The patient is in chge of disseminating references.
For example, if a patient has a smartcard (or a USB-
stick), references can be placed on it by the doctor
If the patient decides to share the information, she
can gve the USB stick or selected references to
another doctgrwho can read, cgp and use them
(modulo authorization).The patient is in charge of
who gets the smartcard and thugeowho gets to
see aw references — at all. On smartcards,ARB
may be an optionDepending on implementation,
patients may cop or delete their references fof
their smartcard or USB stick, either as a back-up or.
to prevent disclosure of certain references.

Deleting or losing references does not delete the
source, so it only impactdisclosureof records.
References can be reconstructed. In countries
where family doctors st and where a secure in-
frastructure exists for sending messages, it &ylik
good practice to send a gopf each reference to
the patiens family doctor who could keep copies
of the data and the references, also as a backup.

may be constructedHowever, snce references are
independent from their carrigt should be possible

to engineer more flexible systems, such that patients
can express preferences such as "put references on
my smartcard only", or "use only regional directory
services, neer the national one”.

. patient's
4 mailbox

System A

Send reference System B
by secure mail o
System A amare System B
D“) card
Systeﬁ PHR System B
-
System A central System B
D index |

Fig. 1. Different scenarios for passing references.
As an aside, note that in contrast to e.g., the German

References may also be relayed through a pagient' SYStém, referénce usage is completely independent of
(insecure) mailbox, or through a PHR. The patient(pat'e”t) ley dstnbutlon_and ey escrav mechanisms.

is — again — in charge of disclosing the referencesRéplacement of a (patientspk fus does not neces-
Note that it may also be possible for patients toSavrily require replacement of (back-up) references.

retrieve medical records directly when references
refer to online patient-accessible recorttowever,
disclosing medical information to patients should
only talke gace on explicit request by the patient, as
it is problematic from seral perspecties. Coerced
access is one of these [2, 1].

Physicians may also dissiminate (sets of) vah
references directly between each other in the course
of treatment. References should not point to huge
(collections of) historic records; references should

preferably be typed, dated, and correspond to somé-

kind of medical episode.

If the patient agrees, some references may be
placed in a rgional or @en in a rational directory
service, which may be accessible toyshians
using a suitable access control method - e.g., using
a generic RB\C policy, a 'red button" polig, or
using explicit authorization.g®ents may be able to
define policies geerning reference registration and

authorization aspectsn one extreme case, a sys- 5.

tem functionally identical to the Dutch EPD system
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